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Private Data Protection Scheme for Consortium Blockchain Based on Two-layer Cooperation
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Abstract: This study proposes a two-layer collaborative approach for privacy protection in consortium blockchain. The proposed
approach consists of two layers. 1. Inter-chain privacy protection: such protection approach aims to protect the privacy between different
businesses. This approach is realized by separating and storing the data of different businesses. 2. Intra-chain privacy protection: such
protection approach is realized by embedding collection field into transaction body to specify the participants of privacy protection. Then,
this approach regards the receiving blockchain node as a relay node to synchronize private data. At the same time, the relay node is also
responsible to construct a public transaction by replacing the private payload with its hash after which the public transaction will be
synchronized to all participants through consensus. Finally, private participant nodes update their private ledgers to achieve intra-chain
privacy. To verify the validity of the proposed approach, some experiments are designed to measure the throughput of inter-chain privacy
protection and the delay of intra-chain privacy protection. The experimental results show that the privacy protection approach which is

combined with coarse-grained inter-chain protection and fine-grained intra-chain protection ensures the considerable performance and
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satisfies the privacy requirements at the same time. Thus, the proposed approach has made a potential contribution to the privacy and
security of blockchain platform.

Key words: blockchain; namespace; privacy protection
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Fig.1 Architecture of multi-node multi-partition cluster
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Fig.4 Architecture of intra-chain privacy protection
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Fig.5 Flow of intra-chain privacy protection
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Fig.6  Architecture of single-node
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Fig.7 Ledger-distribution of intra-chain privacy protection
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Fig.8 Life cycle of private transaction
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Table 1  Configuration of test machine

F1 MuPLaRCER

[ HARfE R
BlERG CentOS Linux release 7.3.1611 (Core)
CPU Intel(R) Core(TM) i7-6700 CPU @ 3.40GHz
ERS Intel Corporation Ethernet Connection (2) 1219-LM (rev 31)
pea 16G Samsung PC4-2400T-UA2
fifi 512G SSD Samsung SSD, 1T HDD ST1000DM003-1SB1 CC4

4.2 gk R FARIP IR

) B RA DR AP 1) S B AE T AN [ 43 DX 22 T PR B0 75 B0 AT 0 A B L R 25 A7 TR G, T A 4 IX A R 38 5 4
i R e % XIS 5 5 i BZ 5 K2 5 07 0] .43 DXL SR AR 1 0 300& F 7R [R]— /N X Hed 4y A7
B2 5 B 2 AN G-I 135 5%, 1% 35 5 0 AR SRR 7102 S AN R 45 53 T3 0 28— 5 B ) X RS S 5, 1T 9 (X
LA BALE (R — A5 sUA I 2 5 24N 50 O 45 2 2 Mk 45 IFAT B 7 5K

N T REBHZ 5 K, AT NAFAH 6 & AIRSESHMIET 3 MR EENS RS 5REWE 15T
RTE T RS 5B T global 43X (Ch T AR L, A ARH global 43 X K oW 453 E AR ), 35 050 1~5 55 4 [ A
Z 53T nsl 40X, 54 3~ 5 6 Z5 3 T ns2 41X,
42,1  IERAENR

AT A2 BT () B A TR 4 IR IE AR U, 20 DX PN 350 0 0 oh 20 X 1 2 5 07 AT e 0 AT i — /R T
o A () A TR 8 T VA R HEAS 43 DR A B IR . B T T A DX B S A o oy A A L AR S AT T
B 5 50, TR e, AR S ASCE e B A V43 DX 50 2 S AL 5T R0 IR T R L AR (R A0 R A R A
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Table 2 Test result of correctness of inter-chain privacy protection
2 GEAERA ORGP E A PR B X A 2R
BN kel AL L 5 TUP AL B (% SR 1R TT 58) A TOU) 20 B (e 1] B FA T V)
1 100 100 100
2 100 100 100

MR PGS R AT LU B 0] B FA DR 5 AT T IR U, 5 A% S8 i ok 5 8 — B AT LABR Rk i 23
DXAZ By i SR AGI AT ) 5 0 1~ 4 71 RURIE nsT 43 DR SR 5 Il B A v A AR D AE 1) 1 A 5. TR 6 Rk
ns1 53 DX (RT3 S 287 2R, Tl PACEE VA A 2 ) 350 2 U [ B 08 T A R G ey A4 ) 4 DX 8000 P it TG V2 R
3 DR () 56 HEVE IR A 0, S8 3 rp 1) T R 11T R 4 R L B AT B B S R 1 4 R
S IRE 157 A4 T R 1 25 P ST B DR b, B 15 A VAT B 1A (AT 2 A A R T T R i R ek
— BN TR, 1 A DR R R [ 5 S BEAT T2 B B S S B 1) 1S R I A RE A I M A i
BT R BB AT L (8] B FACRY VA CRUE T 08 ) 50 4 5 TE A
422 R

TG AS SR 4 6 IS5 A8 DUV R B N R 1~10 B XHBET & B 4 0L R I 2
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AT BRI T 2 S 4 P 3 0 SR AR B T B 2% A 23 DX A AL 1 AN 55 7 5 RIVREAS Y RS — B X U
P& I R Y SR 3% 6 000TPS(transaction per second) ) & 71 3R ; AL 2 Nk 453 55, R4 — /N5 30 &
XYV G 0 3 0 [ B AN 551 5 03 3 000TPS [/ s 335 3K, AR R HE ..
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Sy K AR — L5310 ZLREAT A5 2R ey, 25 7 i (4 T g 7 SR AT 380 A 3 & A 43 X b A8 B4 1 AN 457 55 D
BEAN T RUR )0 DI U ) 243 DR 3% 6 000TPS FR) Hs Jg 475 3R AL 2 /Ml 4537 5% BITAE— AN 1Y s 3 s A
G DI, DU 93 59 i) 5 — AN 43 DX R 3 000TPS 19 Hs 33t s, AR 4.

P9 ANIX TR 5 0 HR) A B2 7 17 BT A AR B R E RN .
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Table 3  Test result of correctness of intra-chain privacy protection
* 3 BEA A CROEGPE DA R
by kel IR 15 A TUR A B (1= GE R 1R TT 58) P £ I A S (R A B A T 1)

1 100 0 100
2 100 0 100
3 100 0 100

MBS 45 R AT DL A% 4 18 DX 1 65 I A BE S 13t 2152 S 203 A7 P () B AA DR47 1 E 1A B R g ik
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Fig.10 Comparison of transaction’s request latency
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Fig.11 Comparison of transaction’s query latency
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