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Abstract: The smart contract is a decentralized application widely deployed on the blockchain platform, e.g., Ethereum. Due to the

economic attributes, the vulnerabilities in smart contracts can potentially cause huge financial losses and destroy the stable ecology of
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Ethereum. Thus, it is crucial to detect the vulnerabilities in smart contracts before they are deployed to Ethereum. The existing smart
contract vulnerability detection methods (e.g., Oyente and Secure) are mostly based on heuristic algorithms. The reusability of these
methods is weak in different application scenarios. In addition, they are time-consuming and with low accuracy. In order to improve the
effectiveness of vulnerability detection, this study proposes Scruple: a smart contract timestamp vulnerability detection approach based on
learning data-flow path. It first obtains all possible propagation chains of timestamp vulnerabilities, then refines the propagation chains,
uses a graph pre-training model to learn the relationship in the propagation chains, and finally detects whether a smart contract has
timestamp vulnerabilities using the learned model. Compared with the existing detection methods, Scruple has a stronger vulnerability
capture ability and generalization ability. Meanwhile, learning the propagation chain is not only well-directed but also can avoid an
unnecessarily deep hierarchy of programs for the convergence of vulnerabilities. To verify the effectiveness of Scruple, this study uses real-
world distinct smart contracts to compare Scruple with 13 state-of-the-art smart contract vulnerability detection methods. The experimental
results show that Scruple can achieve 96% accuracy, 90% recall, and 93% Fl-score in detecting timestamp vulnerabilities. In other words,
the average improvement of Scruple over 13 methods using the three metrics is 59%, 46%, and 57% respectively. It means that Scruple
has substantially improved in detecting timestamp vulnerabilities.

Key words: smart contract; timestamp vulnerability; vulnerability detection; data-flow path; pre-training
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Scruple J5 V5 PN T BRE 0. — M EE T IR B AL 1% 445, Scruple J7ik ) Zhuang 45 N P AR TR OC R
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B LA T S TR TR AR SCAE 2R R 5 2 T K A S8 4 (B SmartBugs Wild Dataset™) I, 4 ILSE R RE A2
TEIE T IS ) B IR S AG 0) (0 ) Bl S Sz 48 T2 WY, Scruple (IS 1) BRI SRDR: VA 2%, 2[RI A0 F (B4 0] BLik
£ 0.96, 0.90 F1 0.93, 5 13 Pl {7 3 37 240 LT IA XS $E T 57%, 45% 1 55%, W et T Ik &5 5.
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1 contract Lottery
24
3 mapping (address => uint) usersBet;
4 mapping (uint => address) users;
5 uint nbUsers = 0;
6 uint totalBets = 0;
7 address owner;
8 number=block.timestamp;
9 function Lottery()
{

10

11 owner = msg.sender;

12 }

13 function Bet() public payable

14 {

15 if(msg.value > 0){

16 if(usersBet[msg.sender] == 0){

17 users[nbUsers] = msg.sender;
18 nbUsers += 1;}

19 usersBet[msg.sender] += msg.value;
20 totalBets = totalBets + msg.value;
21 }

22 }

23 function EndLottery() public

24 {

25 if(msg.sender == owner)

26 {

27 uint sum = 0;

28 uint winNum =uint(block.blockhash(number-1)%totalBets+1);
29 for(uint i = 0; i < nbUsers; it++)
30

31 sum +=usersBet[users[i]];

32 if(sum >= winNum){

33 selfdestruct(users[i]);

34 return; }

35 }

36 }

37

38}
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GO EG T 47 AN SR 43 ki, Horp AT R AN A S AR R, 206 IR R R s AR =R E R
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Source code Propagation paths (PP)

1 contract Lottery

3 mapping (address=>uint) usersBet’;
4 mapping (uint=>address) users'®;
5 uint nbUsers'*=0;

6 uint totalBets*=0;

7 address owner;

8 number?’=block* timestamp?’;

9 function Lottery()

10 {

11 owner?=msg*.sender®®;

2

13 function Bet() public payable

14

15 if(msg?.value>0){

16 if(usersBet**[msg*®.sender]==0) {

17 users*[nbUsers*]=msg’'.sender™;

18 nbUsers™+=1;}

19 usersBet™[msg*.sender*|+=msg*.value*’;

20 totalBets*=totalBets*"+msg”.value™;

21 }

22 }

23 function EndLottery() public

24 |

25 if(msg.sender==owner'")

26 {

27 uint sum'*=0""%;

28 uint winNum''=uint(block'?'.blockhash'*(number'*-1)%totalBets'**+1);

29 for(uint i'*=0;i'?<nbUsers'*;i++%)

30 {

31 sum'“+=usersBet''[users'>[i]'%];

32 if(sum'“>=winNum'®){

33 selfdestruct(users'*[i]'*");

34 return; }

35 }

36 }

37 }

Eel Extract
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A7 Scruple FEARBEAT IS, T2l 72 i GraphCodeBERT™5¢ k. Scruple 45%4 A GraphCodeBERT
S BA, BAILTRIN SR Z41. GraphCodeBERT fEHEATTRVNZRETE A T 2.3M ML 6 FARTIE 5 1 3. FTmI1 %5
WAL 3 AMESS, 73 0 R P8 5 AT R ASE, Xof [ 5 ) 1RO P 50 (BB 4t 1l ) AT 220 P Tl 4 i A 1 A A
V] 2 1 P 500t 1 7 BT 5. B VR A IR TN 2R BT el T A 2% F 58 7. Scruple 7 222k A\ GraphCodeBERT [
TINASH, ZGTEE G AEHRE FUATHOR. T/ERBEAW . — 28 & A4 AL BB A W B
M BOR AR g IR B TA B AST, 75 AST il 3R HUAR £ e 41 LA sl i A% 48 e A1, — A2 ] TR U VIl
TR BE. A% BOR HIHE T 1125 >3 BRSO ZRAE A PR e 15 29 I () RRIRG IR B2 R R VR Al A X A B

(1) Bl i A R i A A A



6 R S e it

N3 HARZ AR T B R, AEUZ T 2R (4 B S5 A AR TR (2 Ak PO DRk, AR SCR Dy i i
(B A JE AR R R R MG S, A8 B T 20 SRS v b o) ) ) SR T AT % 50 . AR FR 0, B e & 20U AR
T fERT A AST, S8J5 M AST HHREUR 5741 LK B 2 (] IR IR DG R, S ARAE SR B HH 1945 A e & A1 i v A%
W, 18 2 oR T G s YA RS AR B i A% #R AT 1 7R

o JARKIARAT A3 AST FHifi 2 B &7 F. Rk — MR C = {c|, ¢s»..., ¢}, Scruple {1 H tree-sitter K¢ ILAFEAT
i AST™L [T tree-sitter AN SZHF Solidity i 7, FIARYE JoranHonig i M0 "% tree-sitter EAT il i {34
A LAXS Solidity 15 BEATAENT. AST AL T IEAID W T VAL 8, FEF 7745 s a] LUl FH SRl 8 A8 ) 1. A8 )3 471 ]
LRI N V= {vi, vayewwy vi}. BEBURR S AR 70 AR p H RT3 42 JR 5050 el /s B AR B AR ok i 5. 610 11 2 1)
identify variable sequence 7, 55 3 1745 & usersBet fEAX & ¥4 H 4554 9, M 28 16 1T 1) usersBet 7E 4% & >4
5 56. MBATTHIA B AR IR A8 & 44 T 7R A 5 P A1 R A AN Rl A ik 5, ARERAE A R A8 £

o AR AL IR R AR, R b — 20 A R R A v R A SR R AR 0 e, BSR4 o ) R — AR
A ARREAR RN AT R vy BTy, ZIL e=<v,, v> BRI v ok BT v Ry,
THEEH). 7K 2 # identify variable sequece ', v KHEHT v, HA AR LR (value comes from), v; v, i EA R
M40 5228 7R (value computed from). BL%S 8 4T #9535 3 number”” = block™ timestamp® 244, number?’, block™,
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from R GIL I AL AR B A, AR B AR R IIIE 8 E={e|, ey,..., €}, Bl CH(C) = (V, E) RRIFAIY C 145 175 s
A, Herh 15 (0h v, WA E.

(2) I 1) Bk L

AATHVE A2 Scruple J7 QR T B 1 SR SRR B A AT B 240 I TR Rl YR AS U, 00, 468 B0l v 4%, AR
ek SN Rt 2.

T SR AR UL % . Scruple T AR ELIE 6 A4 (LK 3), 40 3 YRARAS 1) token R4, WAL, AT
token A7 B A, LA EEA, FHeG AEI AR AR OCHAE B, 5T 4 M SLICHFEARD N ERR. BIE
JEARRD C 1) token 845 CT ={cty, cty,..., ct,,}, ABRES K V= {v), vy,..., vi}. BIARED C [¥) token J7FIFIAL 4L
& VIERR—AT S 1)={[CLS], CT, [SEP], '}, JLrl [CLS] A& WA & A Il AU RE B ic, [SEP] A& 4 #IVR AR 1Y
token £ CT FIAZBEA V MFFRST 5. K AT token 47 B A& FAR 47 B G FEH K — NP S L=
{[CLS], CT_P, [SEP], V_P}, CT_P Jj token (i BEE:L, VP WA RALEES. KX AT 1, Al L #4556
X VERIEAY C R R, X RS AMRA R R, 5518 token JEAI IR RN B IF IR, 55 5 M
BTG EARRAL AT, KRN CH(C) = (V, E), Hh V B TES (v, vaoos vi}, E WIUES {ey, en,..., e}, BN
T2 [ WE HL 3K (value comes from) B8 52K (value computed from). 25 6 /M A\ B0 MIFEAUHS C A3k
Y b ) G T DB RS V=), Vhew v, b, S v RSN (]I OGB4 B (block.timestamp, block.number,
now 4§) [Rl—AT AR &, N ZAREEE 5 AN IO 6 MR SR ITN Y B8 & AL IR AR AT RS 4k, AR,
TEAERR AT CH(C) RS Vv, (€ {1, 2,..., n}) $RENE AN N HIT5 21, 5 5 v A HEEREOCHC R I
WHHATERET, B T T —NHIIAES E={e), ¢),..., €, }. ZJaR LA 2 (kR 12 CH(C) T E i
S 7 D) JEAT Y, ANTTAS 21—k 187 PR A0 I TR B Tl AH DG R il A% F B 4 CHL(O).

FLURRERI B RO R B2, W& 3 B, Scruple BERLALER 6 KE4, 2RIV ENE, EH 2, 2 RkESNE,
layer normalization JZ, # T Transformer JZ FZE L2, A (1) MIAK ) WEBR Il R, £ () P, HF X
Jy ), MASA Fon— A%k BiER J1##AE, LN 75 layer normalization #4E; 7243 (2) F, FEN £ AN X2 K
T 7 P 5. Scruple ZEHN 2K EE HER B B 6 AN A\ SR T N\ B 2. 1RIEH)Z (join layer), R4 HE 45 B B
(¥ 1,, I, B CH\(C) He e N i & X0, N 1 X0 $38 1 2 k¥ 7 )12 (masked multi-head attention layer), layer
normalization &, # T Transformer 2 (n=12), LA s & B0 1T 30K o8, X'=Transformer,(X"™"), n€[1, 12].
b, A (1) Bk, 854 Transformer J2 11 & X R0 —ANZ SkiE R AR R &4 M — A& 7™, 2 )5
AR (2) BT S R X" 6 T35 n A Transformer 2330, % X7, MHSAX™ Y S0 Fan A= (3)-
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23 (6) PR
H" = LN(MHSA(X" )+ X" 1)
X"=LN(FFN(H")+H") 2)
P
Source code Propagation paths

Result

Join layer
Layer normalization

\
Position Position I
sequence || sequence of i ’T‘
of tok variables Infomation |
- o U

B 3 Scruple SARZER

L1—-L2—...—Ln

ARG, O, KMV =74, X, Wl &, X' € R Jy n— 1 A Transformer Z KI5 H, &M%
A5t O, K; BV ALK =004l 1, 0, K; BV, S35 d w2, WK, WY € ravd 5T, g T RElS4f Transformer
JE T LA S B 45K, 4 ] graph-guided masked attention K% g &4 token [ A CIPEDE R BV 4 F) mask H [
M K3 graph-guided masked attention. A3 (4) H7, head 73 % kit R 13k, Softmax J %L, d; J3k (head) [
YpE, M g mask KRR, ME R JLep i i 4 token FIERS j A token 47 SGIEE R I M;,=0, 50 H—o00 . M
vk S R A 2 (5) BT, [CLS] /244 A (FR5 kAR i, [SEP] 243 #ITF, CT ={cty, cty,..., ct,,} HIEARES C h
token 4 &, X FHIRRALERARES CH\(C), E| HINESR {el, er,..., e}, RN L REMNMEE K (value comes
from) B3 FHUE T >K (value computed from), E; 3R/ BE G4 token 55 BB A4 7R k42 7B A RIOC R Y
etr, <vy, ctp<cty, v> € E 2 HACHAZR R v; TUEAD token W11 ez B2 HLAY AT v; (K query 5 ¢; ) node-key 1%
WRIC AR, 27 v, NS A v, ARAE— 5 I (<vy, v> € Ey) 5E MR KT (i=)), B4 query gy, 55 node-key k,,
HRBIER. N, H= N (attention) K S WK T — 00, Zid A3 (4) 1 Softmax V1 H G W T 0. £ 2K (6) H,
m N2 SKTER Ik (head) ISR, W,0 € RO Jy i 2245

Q0i=X""WE, K; = X"'WE, v, = x"'w! A3)
K"
Vd;
0, if g; € {[CLS],[SEP]}
org;,k; € CT
or <g;,k;>€ E\UE]
—00, otherwise

X" = [head,;..., head,,] W,,Q 6)

{E% n )2 Transformer 2 Ji7, i ] layer normalization JZ 3T IE N4k, 2 J5 4 H )2 (linear layer) Fil Sigmoid

B E R A S A BRI I T RETE y (WA 3R (7) BITR). Z R M 4R e s B (loss) LA v 5 H bR (B9 R
A I BRI U H FRER 1, 2R 0) M ZEME, fe )58 H X R AR B S0 R I 25 W 465,

y = Sigmoid(X") (7)

A IST [ Tl I S DU 2% (14 B A S At ok ABE R AT 27 5, R A e & 4 P AR AR BB 7R I TR R L. 72 2% 2

TR, Scruple £ 8 £ 4 Kt 5 1A 4 g A A0 IRARRE A BT AL R A2, LU BARNS Y (AR 28 . ORAT 410 H

B YU B G 2 A QR Hh 8 70 1 ) ) BB A0 st s V). Ak i A 25 0 W ), 28 7y aok Yl 5 (R A R0 e A N T 9054 R AR

head; = Softmax( + M) \ )

M;; = )



8 R S A S A

P AR5 B, DA AR ISR, SR JE, U ZRhr iR R g g A BE 5 204 RS 5, Scruple AT LA%Y
H A 240 7B 5 I TR IR I £ 4]

3 £ 1§

T RAIE Scruple AT RN, AR SCSEZR B2 AR AT R L.

RQ1: Scruple F5r il 8 i 240 o TR] R IR (1 A7 2801 o] 2 12 il R[] 85 (1) 022 5 d S 1R 5 AR B, Seruple 7E% fiE
B A T BRI R AR 00 T O 3R I /B A AR SCR A Precision (MERf2R), Recall (4 [H1Z) I Fl-score (F1 {i) iX 448
PR LR [0 3 2% )

RQ2: Scruple A [FS LR s A0 I ) DTHR 44T 2 122 ) 7 0] 255 F) o Scruple AN[R] ARG SR 1) STk B2, C0 4T 4L
VA R AR AN TR A A SCBETE T V0 Rl 5 0 ke [ 1% 1) .

(1) B E

o KdidE. 4 T I Scruple MAT M, ASCEREUTZ AT H AL T Solidity 15 5 I R IBLE e & 20 8l 42
SmartBugs Wild Dataset™ ' Jhy S 56 K 4. 1240 S0 % 7 47398 AN B4 g A LA RIS S 7, AN o
TENRRRE A, BEAECh 20 5N, Fh ARAEAEIN TR 15 2008 18.9 J7, R 1R A A7 A I [R) &k IR (15 24,
TR 17:1.

o XFELT5 i 0T RQL, ASCKE Scruple 5 13 FipeSe it 12 B8 5 LA il 77 8047 17X B Horh 046 5 A
G (R TE R AR REA A1 IR IRAS I 7772 (Manticore!”, Osiris!”, Oyente!'®), Slither!' 1 SmartCheck! ') F1 7 F
B TR B 2 ST B8 A AR IAAS I 7 72 (GCN™ Vanilla-RNN™, LSTM®"!, GRU™, DR-GCNP", TMPP'FI
CGEM). %1 RQ2, 1 5Kt P25 8 () 2 $OA T 5 B RTEAL, ZER AN AR (K5 B o5t JLE BT AT VI 250,
DABTFFE TN ZRAS R 1) Bk, FE R A Hh IR B AL 3R 8 4% 2oL, DRIF LA AR I IS 0 T BEAT I ZR TN, A
HFF 9T ECHR AL 3R R AR X ALY (1 BT K.

o SIS IRET. SIS IAEE N — B A E SRR 17-9700 CPU A1 64 GB B Py 7131 5EHL, A& —4 12 GB 1)
NVIDIA TITAN X Pascal [¥] GPU, #:ff %%t Jy Ubuntu 18.04, 3454t 11-4F Matlab R2016b 13317

o 4 . Scruple {1/ (1)L adam AL 25 I S HRIB AR I E S 208 : 2% 2] %€ (learning rate) iy 2E-5, 1l
AL FIHLIR (batch size) 24 2, FAEAE ALK (batch size) iy 32, B BNP 4 (gradient accumulation step) 4 1, adam
epsilon 2 1E-8. X T[S 4 Bedha A 114 43 1, S50 2 HESCHR [21] BELIERE 20% 1 IIZREE, 10% 1E 4 RAESE, IR
70% {5 AP,

(2) TP FEHR

SR BE A LR IR N AT 2 A5 B PPAN 8 b, B Precision, Recall A1 F1 48 "1, HAKSIE i, Precision
= true positive/(true positive + false positive), Recall = true positive/(true positive + false negative), F'1 {ii = Precisionx
Recall/2x(Precisiont+Recall). 7E 153645 Precision, Recall Al F1 {E I, A 0% $% macro /7 :CHEAT, BS54 2
A LA TG (8 8 S 9 B FR b b S SR P38 I ot 37 AT RS Seruple (R RV TEfE.

(3) SRt L

® RQI: Scruple 4 3l 2 B 1524 I 5 s 1 PR A7 28018 G i 2

¥ Scruple 55 13 Bl SGREM J7 84T T ELAL, ‘41140 5 Manticore!”, Osiris!”, Mythril"™, Oyente!®,
Slither!"”), SmartCheck!"", GCN™", Vanilla-RNN"", LSTM™, GRU™", DR-GCN™Y, TMPP""fil CGE™. % 1 44t T
Scruple % 13 Ak 75 2E MR E L ) Recall, Precision Al F1 {8, 4 T 18 5 B0 s Ay 5 55 Fh 7 90 1) LL 38 4%
B, K 4 451 T €111 Recall, Precision Fl F1{E I A tE 0. Kl 5 245 H T Scruple F1 13 Fl 77 yAH L i chodb 42 71500

MK 1R 4 7TFE, J1 6 ST F AR B A 2 57 (Manticore, Osiris, Mythril, Oyente, Slither
H1 SmartCheck) 78K s [i1) kI T 1) Recall £5¢ 5524 Slither (1) 0.78, 54k & Manticore 1 SmartCheck (1] 0.50, ~F-13
A1 0.55; Precision # #4 Slither ) 0.82, 5 fIXh Osiris [¥] 0.53, S48 0.63; F1 {5 &% 24 Slither 1] 0.84, 5 fIth



R 5 R TR A G2 F 5] 09 o629 B 1R BROR TR A )

Manticore ff7 0.50; ~F44°4 0.57. 5 EATH L, Scruple ) Recall fz = AHXF T 92%, HARAINT HE T 23%; Precision

I A REE T 70%, SRARAHXERTE 10%; F1{E& S A 32 86%, B ARAHX 427t 11%.

%1 MK FTIEAE Recall, Precision 1 F1 {H KM fELL
Timestamp vulnerability detection
Method
Recall Precision FUiE
Manticore 0.50 0.57 0.50
Osiris 0.51 0.53 0.52
Conventional approaches Mythril 051 0-56 051
Oyente 0.52 0.55 0.53
Slither 0.78 0.82 0.84
SmartCheck 0.50 0.74 0.51
GCN 0.76 0.68 0.72
Vanilla-RNN 0.45 0.52 0.46
LSTM 0.59 0.50 0.54
Deep-learning-based approaches GRU 0.59 0.49 0.54
DR-GCN 0.79 0.71 0.75
TMP 0.84 0.75 0.79
CGE 0.88 0.87 0.88
Our approach Scruple 0.96 0.90 0.93
100%
80%
60%
40% |
20% |
0% Manticore Osiris Mythril Oyente Slither SmartCheck GCN Scruple
m Recall 50% 51% 51% 52% 78% 50% 75% 96%
m Precision 57% 53% 56% 55% 82% 75% 68% 90%
w F1H 50% 52% 51% 53% 84% 51% 2% 93%
m Recall m Precision m F1 14
(a) Scruple FIHT 7 M7k ML
100%
80%
60% |
40% r
20% r
0% Vanilla-RNN LSTM GRU DR-GCN TMP CGE Scruple
m Recall 45% 59% 59% 79% 84% 88% 96%
= Precision 52% 50% 49% 71% 75% 87% 90%
w F1{H 46% 54% 54% 75% 79% 88% 93%

® Recall m Precision = F1 1§
(b) Scruple FlJ5 6 Fi7 ik LLHE

4 Scruple F1 13 i 7751 Recall, Precision Fl F1 8 1534 {0

i 7 PR TR BE 2 ) (R Re A 20 IRIRIIN J7 % (GCN, Vanilla-RNN, LSTM, GRU, DR-GCN, TMP 1 CGE) 7£#
I B ) Bk T B Recall $5¢ 7850 CGE [ 0.88, % Vanilla-RNN [1] 0.45, *F-¥J4 0.70; Precision #:%ih CGE [
0.87, ;{4 GRU 1 0.49, “F-¥54 0.65; F1 {t45: 4 CGE 1] 0.88, i {4 Vanilla-RNN ] 0.46; P31 0.67. Fil%k
TR L 24 ) (K8 e & Ao IR R A0 HE, Scruple 1) Recall AR T) 113%, SARASTHETT 9%, ~F M % #i2
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Tt 44%; Precision i EAHXTHET; 84%, FARAHNTHE T 3%, ~FIIAXT LT 46%; F1 {5 E AT 3T 102%, HARARXT

T 6%, “FIIAEXTHET 46%.

T R X P

100%
80% r
60% |
40%
20% |
0%
Scruple vs. Scruple vs. Scruple vs. Scruple vs. Scruple vs. Scruple vs. Scruple vs.
Manticore Osiris Mythril Slither Smart Check GCN
m Recall 92% 88% 88% 23% 92% 26%
m Precision 58% 70% 61% 10% 22% 32%
= F1L{E 86% 79% 82% 11% 82% 29%
m Recall m Precision = F1{f
(a) Scruple FIRT 7 T V240 LL (1 B FHA5 15
120%
100% |
80% r
60% |
40%
20% |
0%
Scruple vs. Scruple vs. Scruple vs. Scruple vs. Scruple vs. Scruple vs.
Vanilla-RNN LSTM CRU DR-GCN TMP CGE
m Recall 113% 63% 63% 22% 13% 9%
m Precision 73% 80% 84% 27% 20% 3%
w FL{H 102% 72% 72% 24% 18% 6%

m Recall m Precision m F1 14

(b) Scruple FlJ& 6 FhJ7 iLAH EL IR 5 T
5 Scruple Fl 13 #7771 Recall, Precision Fl F1 {E FIHFH15 0L

SRR, Scruple A1 13 B 84 L TR IRAS I 7 VAL L, Recall 5 m AU ST HE T 113%, AN HET 9%, T34
AXTHETE 59%; Precision d5 i AHXT T 84%, SARARXT$E T 3%, “FIIAHXT T 46%; F1 {H i =iAH AT 27 102%, 1%
TRAFRIHETE 6%, VAR HE T 57%. W LLG H, LI AH S5 R IR R IR R e, SR T REE T — 2 3 iR
o GNP TR T BURS RE k. AR L AN B iy IR A I B ) e Sk T — 2 0035 B, AFUR S T-VF 28
HOI S 15 O, & 508 SN AR AR 75 ZERE SR AR K (0K 0, I B2 5 A R RS 0 1 vE 1 SUE BRI A,
BUR RN AAF TR 2 377 4k

® RQ2: Scruple AN [ I il A I 1 D gk 4t 4] 2

N T WFFCIIZENT Scruple (FITTHREE, SE56 A RER AT Z5 2 5 (GraphCodeBERT" ) ({155, 4 A4 AT 1K)
NSRS HEA TN SR, D55 BE1 TR K 45 R Recall iy 0.43, Precision 24 0.47, F1 {54 0.46. Rtk S28645 4548
TR AL Scruple HEAT 4 B84 20 B BRI A U A =5 22 5T k.

T T AR AR R A% Scruple (TTHRIE, SERCKEHN T MR A0 2o b, CRIFILAAR A AR (Rl 12
FTNGEIIR. BRI 26 2.2 IR, seas UG 6 AN IGHITT 4 4 (RIS token 4, A RAES, AR
token 07 BAL G, WRMBEES) ERNHN, IREFE R I AR FE B NEHT 75256, 2 2 hsEih g R,
Scruple-rmPC 7R 2 BRI A #6224 Scruple 7EMRAE IR, RIG 45 T LG H, 703 Bl e #h ik 12
FE SIS DL, Scruple 1A [FIZR, HEAGEAN F1 YRR T BE. X158 IR0 I AL 376 5 420 A2 ok A R ) 11 DG B A



R 5 R TR A G2 F 5] 09 o629 B 1R BROR TR A ) 11

KRR T G AT A B 10 B RO OC R K5 B A R AR AT 2% ST M T IR IR R AR b (A R R, fi
)k SE . PRI, SO H 418 BRI RR R 400 Scruple HEAT A B A 24 i 1) BRI IRURS U vt A 7 22 DR

%2 Scruple F1 Scruple-rmPC 7E Recall, Precision F1 F1 {8 {1 fig bb 4%

Timestamp vulnerability detection

Method

Recall Precision FUH
Scruple-rmPC 0.71 0.80 0.78
Scruple 0.96 0.90 0.93
(3) AR

AL S0 A U B

S EE T N T e A IR RS U 14 7R B 4 SmartBugs Wild Dataset™). 3B 445 4 7000 £ 4
B e A . 2SO A S AR EAT T AR A YT AR, IS IR AE VR 2 R AR 8, AT VEA — i R
55T BT S L. R, Aok TAERALH 5 2 (0 B SE R e A LR R S IE Scruple [ 8500k, fESLE6
Ht o) b, SEEOARYE SCHER [21,48] F5T SRFT ELIFBE LRI S 19 20% 1R R UITZREE, 10% 1E R HELE, 70% 1F
JRAE, U6 45 W A ) Precision/Recall 2548 F5E %] FT 70% MREVEAT M1 2 J5 45 1. MR TSI S 7E I 2R 4E,
KAF SRR S MRAE RS T 8 UF (R B, B Bk A i R AR SORETRLR FH A IR 2 50, B AR R I e B 4
S A IR N ThRiE, N TR R REA7AE R R TR A RS, A 7 984 1% Rk i, BTG 2 2N R
o} I TR VI () R AR SR DT S R AR 25 AR AT i B 3 DR R el S ST R T IR RN A SR £ TR Ik 2 25
AJ A2

SIS LR SIS [ 6) L 77 1230 Scruple BRI g4 05 98 4R I 15, AR SCMAR 28 FF 10 YA 5 R0 2 i RO 9047 41
SEIR T AT, AR TR 0K 2 77 v (R TR . DA T kAR 12 8 Jg b, AT T A1 J L 4 B 7 7 s A 75 T
S QRS ST

SCIGR A T A RIER, HERG RN F1AE SR VPG 45 I i) 8 R T AS 0 5 325 AT 280k, 5 T VP b uk A i 1 )32
XA S Py T A

4 HxI1E

B O A 2 A PE R RO U AR TR T 4 2 R e A 20 IR TR I B A, SIS TRF T I BA,
ET AN HAR, BT BRI AR, F A ST RIEOR, TR 5 AT R FIE TV S i R
& BT — R B T ENLBOR, B AR B sk R R AT MR RIS AR P R R R k. L AR
P EE TR P 2 M 8 s A 29T R B2 AR SmartCheck! !, SASC™ AT Slither! /4. 1 30 Ab BAIE i A Bk A2
P A A O BET T R 2 A G A 07 ik, SR PR35 T I s AR I PO 4 i 0 TS, DN A % ZEU S,
Securify! V1 VerXP Ok BRI IR L — Bl o A/ MR A, HoR O AR by R B A B DR I 451, LA M
SCAEPAT bR T ) S AT A, AT R R U . R () R BRI ) T H B HE 424 Echidnal®!, Contract-
Fuzzer'"), ILFP?RI Harvey™ 45, A SCH K s S 76 5 BE & 20300 8 00t L HEAT IR TR, DRI M b i 3 267 v 38 A
FETEAS AT 78 FOEE TR IR R 75 VR AT 6] bl 2 B K SR 1) A 2 —. ¥ sl e M AR & — PR R (R
TEAL IRR P 0 TR, B 1 i B A 0 5 K P AT 3 R o 1) S B i 1A T o SR B DG B A5 B L 17, AT BT LA
F 25 M T 4 A 1) SR BT AE, BT AT DAAS R IR R 5 s M B R AT 4 i 2 U RS ) A R R P
AA Sereum™. FFEPAT AL —FIL G MR IR F SIS E A, BUAEAR 32 B 8 g & L0 IR . %A 8
T R 1A B N EEAT B AN [ RS- IR i SR AN W SR 20 R R 1%, TR R AR T 70 3. LA IREE Mk T
FE S HAT R e B TR IR T4 R AT Oyente!"®), Osiris!”, Mythril™®, Manticore! 1 Honeybadger™ 4%, 4 WF 578
2 R HETHEINTRT ) A, e BT o] )R P B A% 9 A R BN R mT et o — 2 (5 B, (RO, TR0
(R85 i B IR TR RS I e A6 SR S0 VB A RSt 49120 ContractFuzzer 778 1 SEARYE IR TR E 2@ SCIMIR TS, Securify



12 BRAF AR SR g K B I

i B R e Ak, SmartCheck 77 24 SN ORAR UM IR AL, 110 Slither 75 ZLREAT FilSG 32 A HT.
AT AR, TR A 5 BORAE— e RE R B3 v 1 IR ) BE 70 . B RE A Q0 O R U I, FTTA
SR TR PR R B () 5 V5K 18 80 30 8 i 2 i (RS E, AT TT A4l B2 A7 W A . SmartEmbed”*'F)
FHER P 2 STRAL TS5 50 Bl A 24 v TR KR B S SRA WU 15 47 75 Uil Sgram® VR ] Oyente! HEATHR i 2 J5
4k Ngram 5 5 HARIUES G F AR T bR Ic Rk T . Huang 5 A P76 N TR R, 1B aE &4
FATE A RGB U, 2 i 3 A B2 9 4 SR I 250 T0I 8 B 45 240 42 AU . Tann %5 A PRIl MATAN %
B RE A 20 2 A BUEAT AR IF A8 T LSTM R TR £ (I 1.

BRILZ A, TERR TR T TSR, 875 VF 22 56 A 2 > RN /7 V5. DeepBugs™ FIFl Word2Vee %54 i 1k
AT AL TR 5Ty 44 (¥ PP . CNIN-FILUOR) 5 R 2 9 4 e Pt 0 A AT 78 i 15 LA T 2% >3 AT o 72
JF SR A TEAT 5 0. Li 45 N COVR) IR A 26 I 4 2 30 5 S e W o2 0 7 105 (R AE SR JEAT R P78 B3 A R . Zhang 55
N (O35 T FH 20 Bl gR P8 o 20 90 4 e R P B gl A 25 >3, 06 T B B AT L S K AR 7 O B R . Lam 25 A 2V K
JSE 2 S HARS TR JEAT 2% >J A T000 AT A 35 WS 7 el (K P S . DeepRLAFL R T 2% 53 i I I F VST
B IEAR, K BEARRE B i (5 B R AR5 20, AT 5 AR B ST . B AR OGS B AT T AN [, X2 IR
SYFRIRE R i B Ao I A T A 4 B 2l A fie (1A 5.

5 &

ATCHEHY T P T Hodls Al i 28 27 21 (08 BE 5 293 IR AN 775 Scruple. 1277 12038 3 e 2 i A% 3k
W2 AT 2 30, AR A & LA AR A R AL AT 2% 20, S5R39 4 RE & 203 T 25 UIHH SR IR RE PP A% AR s A2
ik BEAh, ASCEERGT 148 TN AR AT IR IS D AR AT P SERG 85 SRR, AU B A T 13 B A g
AV DN 32, KRR T 1 I TR BRI T AL 8. AR T AR A5 A LA AN 3 2 SRR (0 4 e 15 203 T kAT
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